NISPOM INDEX

Access Control Systems

Automated------—---======m-meeecceeemm=ee-—c--------=5-313
Electronic, Mechanical or Electro-mechanical-------- 5-314
Personal Identification Numbers (PIN)--=---=---c====- 5-313c
Supplanting----=-eeecemmmcecccscnmeerom oo s s m oo m o 5-312

Accountability (See "Control and Accountability")

ACIONYMS—=—==m=—ccec e e e e e e e ——eeeesec oo o oo APP D.
Administrative Inquiry
Automated Information System-----=-----ceccce---oo-— 8-301i
Final Report---ee-e--c-ecrec-cccmcocmroooomsonsommn=o- 1-303c
Initial Report------ermeerreereccocmoreroooconssmom= 1-303b
Individual Culpability Report-----------c-cccc=so--= 1-304
Loss, Compromise, or Suspected Compromise------<--=- 1-303
Loss, Compromise, or Suspected Compromise
of Foreign Government Information-------------- 10-315
Preliminary Inquiry----==-=---ecccccsccoorccosccccs-- 1-303a
Agency Agreements-----------se-ccomes-e—oooooosoosesmosos 1-103
Agreements with Foreign Interests---—-—--—¥ -------------- 1-205

Alarm Systems (See "Intrusion Detection System")

Assignment Outside the U.S. (See "Overseas Assignment")

Authority----------cceccermreeeccncceearmeooomososmmmsmm o 1-101
Automated Information Systems
Accreditation----—-——-cesmec-mescecmcccccmcccmmm—m oo 8-200
AlS Security Plan (SPP)-==-emeemnmecemcccc e mmm e o-=-8-202
User Operational Procedures--=---=-=——===-<====- 8-202a
System Configuration Management Procedures—--~-- 8-202b
Audit Features and Controls----=----=--—-—-ccc-~-= 8-202c
Concept of Operationg----=--=-==--c-ccoo-—==o=== 8-2024
Continuity of Operations Procedures (COOP)-==—~ 8-202e
System Admin & Maint Procedures-----<--=====<-< 8-202f
Training Procedures----—--==-==--=----c-ccoo=eo=o 8-202g
Startup & Shutdown Procedures-----—-===c======< 8-202h
Certification Test Plan-----c--c-cecroorccaoce- 8-202i
Audit Logs----=--e-ee--ccssmmmcomoooesosoomsmmmmo oo 8-303
Clearing and Sanitation Matrix---------s<-==-=-=--c-== 8-3-5/6
Compartmented Security Mode---------=-sss=o-=-=-o=-oos 8-210
Dedicated Security Mode---=-----sc=esescoococoonce=s 8-204
Downgrading-----=====----sees-s—-ooooosooosmomosmsos 8-304b
Equipment not Requiring Accreditation-------=======- 8-201
General------=cmr-eremcecees---csecsesso-ooooos oo sss 8-100
Identification and Authentication Techniques-------= 8-305
Information System Security Representative---------- 8-102b
Maintenance-----—==c-=ereceecccossooooo —————— e ——————— 8-306
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Media Controls~==--==—-=ee-cememeommeosossossosm=m-= 8-302

Methods of Interconnection (Networks)-------=e-c-=-- 8-402
Modes of Operation (General)----=--==---=---c—-ccc-==- 8-203
Multilevel Security Mode--------- B bbbl bl by 8-213
NetwOrk§======mmemecreccccc e e e e e e e e m s =~ e oo o= 8-400
Network Security Coordination--------c-c-crreccroc-- 8-403b
Network Security Management--------=-sc-ce-rec-ccccco 8-403a
Passwords (Multi-user systems)---=---c--c-=r-sccccce 8-208g
Physical Security----===-cecrceccccccccccnrreeonoooco- 8-300
Attended Processing-----==-re-cceccccncccecoreen—- 8-300b
Unattended Processing--====-==-c-cccccccecnne—== 8-300c
Reaccreditation-=«-cecrcccccmccrcrccercncccccccrera=- 8-200f
Responsibilities-=-c=ccmrcccrccccnccccccrmmresscome- 8-102
SCope------mcrmccc e e e e e s e s e e e - 8-101
Security Assurances for Compartmented Mode---~-=---- 8-212
Security Assurances for Dedicated Security Mode----- B-206
Security Assurances for Multilevel Mode--------==--- 8-215
Security Assurances for System High Mode------------ 8-209
Security Education and
Training-====--r=ceccccaccc== 8-102b(11)
Security Features for Compartmented Mode--------=--- 8-211
Security Features for Dedicated Security Mode------- 8-205
Security Features for Multilevel Mode--------- m—————— 8-214
Security Features for System High Mode---------cc--- 8-208
Software Controls~=----cccncmrernccrcnccrccccccecccee=- 8-301
Software Development----==-c-cmrcrereccccrecceececce- 8-301l1a
System High Security Mode-------cccmcccccccecccrcanan 8-207
Transmission Security (Networks)---=eec--—--cc—-ccsccc-- 8-404
Types of Networks---=--ce-mecccccrcccecccccrecccconem= 8-401
Upgradinge-===-=--ccmcrcrmmmcccrrmcarreeceecscccoran- 8-304a
Withdrawal of Accreditatione-=---=rerccecccccccacncccc-- 8-200d/e

Briefcase Inspections (See"Perimeter Controls")

Briefings/Security Training A
(0d,17 19 C R e et L L EE LD L P L P L e D it 9-202

Courier, Handcarriers, and Escorts---------c-cveccoc-- 5-410a
Debriefings-~-~----cccmrrmmecrrrcnrccrcccceccenccnnoo- 3-108
Destruction-=---crcccrccccrrccnrnrrrr e e - 5-706
FSO (Government Provided Briefings)--------ccwccec-- 3-103
FSO Training--=-=-=----ccccvecccca- ——e—e—cc e ———— 3-102
General-------ecccrcccccer e e c s s e c e s e e 3-100
Initial Security Briefing--------ccrcccccccncrncnn=- 3-106
NATO-cw-=emm e e e e e e c e e e rrcrce e e n e - 10-705
Overseas Assignment--------c-cccccrrcccrcccerccene=- 10-604
Refresher Briefings~-----ce-cecrccccrccccacccccnn—n=- 3-107
(3 2 B B e et D ittt i 3-105
Security Training and Briefings----------cve-c—-cc--- 1-206
Temporary Help Suppliers----------c-cccwccnccrmcoc-- 3-104
Training Materials-----------coc—cccccccminceormmoo 3-101
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Classification

Challenges--=--=-cc-eccemmcnccccrecer e m e —— e 4-104
Classified Information Appearing in
Public Media-«==-v=crrrcrmmmrrercrr e e o 4-106
Contractor Developed Information----=--ccccccccceco- 4-105
Derivative Classification Responsibilities--~----=--- 4-102
Downgrading or Declassifying--=-=-v-eeccecccrceccnccana 4-107
Foreign Equivalentg--===c-ereccecccccecrccccnrrecceccan Bl - B4
General----—-c-meccccccccccrcrr e rc e e e, ———— 4-100
IR&D--~~cccccccccccrccccr e e crr e e e e 11-303
NATO~~vrmmrr e e e r e e e e e r e e e — e - 10-709
Original Classification«--=-ccercccccrcccrccccoccwns 4-101
Security Classification Guidance-~=-=ccccccccccccca- 4-103
Subcontracting----ecrrrcmccrccm e e e s e 7-103
Classified Information Procedures Act (CIPA)----wr—e—cec-- 1-209
Closed Areas--------crccrecrcrcrrrerc e e c e c e e 5-306
Automated Access Control Systems~-=ewec-ccccnccccecax 5-313
Construction Requirements----===-cecr-ccccvesrcnaca- 5-801
‘ Electronic, Mechanical, or
Electro-Mechanical Deviceg-==-=-—==c--ceccwccccca- 5-314
Supplanting Access Control Systems-------c-w-ccc—c-- 5-312
Supplemental Protection-=-----ccccrecccccnwcccccnca 5-307
Cognizant Security Agency-------=---eccc-cecrccrcccccnncca= 1-104a
Cognizant Security Office Information---------cccocerca=- APP A.
Combinations o :
Changing-------cccccmmcmmreceemr e e e e e e e - 5-309
Electric or Mechanical Devices------~---ccccr-- 5-314c
NATO Combinations----ec-==cecrcccrecccccccerreen~- 10-711b
Protection of Combinations--=------cecccccccc-e- ~=-=-~5-308
Supervision of Keys and Padlock§---=-==-=-ceceve—c-- 5-310
Composition of Manual---=-==---cree-cececcrcecmcnacmnnono 1-105
Consultants§-=-----eccecccccccrmeemm e e r e c e ce e s 2-213

Containers (See "Storage and Storage Eduipment")

Contractor Operations Abroad (Overseas Assignment)
Access by Contractor Employees Assigned

Outside the United States------cccccccccccor=—- 10-601
General--—---—=-ermrcer e ce e et r e c e e s e e - 10-600
Reports of Assignmentg----=-=-=-------cc--coococooooa- 10-605
Security Briefings--~---~c-c-creormmromcrrcocmsoomma 10-604
Storage, Custody, and Control of Classified Information

Abroad by Employees of a U.S. Contractor------- 10-602
Transmission of Classified Material

to Employees Abroad--------=-=s-=----—c—ocooccoo- 10-603
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Control and Accountability

Accountability for TOP SECRET--------=sc-weccaco——-- 5-203
External Receipt and Dispatch Records
(TOP SECRET, SECRET and CONFIDENTIAL)-----=-=--- 5-202
General-----—--sccerrrercccrr e — e e e - 5-200
Generation of Classified Material-----==-c-ccc-ccow- 5-205
Information Management System-----c-ccemcccocecccne-- 5-201
NATO Accountability Records-===--c-crcewccrmccnme=—- 10-716
Receiving Classified Material---e-erceeccccrccncoceax 5-204
SECRET Accountability Eliminated------=-=-=--=---—-==- 5-201
Cooperation with Federal Agencies--=---=---—-cecccccccn-=- 1-204
Critical Nuclear Weapon Design Information (CNWDI)
Access Limitations~--vcercccnnrmrecrccccen e e 9-201
Background-==---ermecrmcccrcrcmcc e rr e c e cc e e s e e 9-201
Briefingg--==c~cecccmccmcccccrcr e r e c e e 9-202
General---ccccrcccccrrrremr e e e e e 9-200
Marking~=~-====receccccrcccccee e n e~ e e LT P 9-203
Recordg---==-ccmmrccccmrrc e e e e e n e ——— 9-206
Subcontractors~----crcccevcmmmr e - 9-204
K Transmission Outside the Facility--------=--=-ccoeco- 9-205
Weapon Data-~--ccemcrmemmrrcc e rrrcrr e r e r e 9-207
Defense Technical Information Center _
AddresseS-~--=m~cecccrccccrmmmc e c e e c e 11-201
Downgrading or Declassification Notices-----=~~cw==- 11-205
General--c--ccrccrmcncnmcr e e r e — e — e e m e ——— 11-200
Questions Concerning Reference Material-------~=-=<-- 11-206
Registration Process------------eercecmcccrccccnnen- 11-203
Safeguarding Requirements----------=-ccccccccmccc—ax 11-204
Subcontractorg-=m-ceccmcrccrr e r e e r e r e 11-207
User Community-=-~==--ececccccccecccrccrcrrs e cer e 11-202
Definitiong~+c=--cccccrmccnmrmrr e c e c s e App. C
Destruction
Classified Waste------=-----cccccccrrrrcrmmr e r e 5-708
General (Destruction)----=--=-ccccccrocnmccccccocnnox 5-704
Methods--~---=wewmcecrrcr e e e e c e c e r e = 5-705
Records~--=-==merremrmrrccr e e s m s - - 5-707
Witness---c-==crrcemrccc e e s e e m s 5-706
Disposition
. Disposition of Classified Material--------ce-ccccco- 5-701
of Foreign Government Information-----«-cccecc--o 10~-314
of NATO Information-------ccecrocrrcaccrcccccea-- 10-715
General-----ccccrcrrecrrmc e e e e e - 5-700
Disclosure
Attorneys/Courtg--==----s-ceccccrmrrmr e e e 5-510
Contractors---=--=--=-s-ssseee—me-— - - occ—ooo——ooo- 5-509
DoD Activities---=~-eecrccrrcccncc e c s e 5-505
Employees--~---—=----—-m-sme e ceeco————e—————— 5-501
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Export Controlled Info. to Foreign Persong---------- 5-508

Federal Agencies-----—-=-ecc-ccemccrnrccremmorrereenea= 5-506
Foreign Persons, Disclosure to--------c--c-cccceca-- 5-507
IR&D-~r-rcrcccmcrmccrr e e e e c e e c e 11-301b
General----=rrecccr e m e r e rr e s e e - —— 5-500
Intelligence Information-----=«ccrecccccrcrveccncena-- 9-304
Multiply Facility Organization (MFO)-~---<--c-wrec--- 5-504
NATO, Disclosure of U.S. Info. to-==-=crcccccccncaa- 10-719
NATO Information------eccecccccccmcncccnccrrcrcccreca- 10-710
. Parent/Subsidiaries---=--cemecccncccccccccccrccncna- 5-503
Publig-==-ecccrrcccrccccncccrccrcccmc e c e 5-511
Restricted/Formerly Restrxcted Data-=====ce-—cccewae 9-103
Subcontractors~==--cececmermcecmrerncc e c e s 5-502
Emergency Procedures-----=eccecrrccecctmccccccrcercccccncaas 5-104
End of Day Security Checks-=-==--rermccccmcccccccrcccena—x 5-102
Facility Clearance
Access Foreign Classified Informat1on---—4 ---------- 10-305
. Advertising FCL-------c-ccccrccrcrmoronncernonooemnx 2-100c
Eligibility Requirements---=-=cceccecenrcccccccccccca- 2-102
Exclusion Procedures---==-wecemccecrcnecceccrcccccccana 2-106
General----crcecccccnccrrcnc e rmc e ————— 2-100
Interim---=-ecccccrcmrcnccrcnr e r e e e e 2-107
Multiple Facility Organization (MFO)----c-rc-cc-e--- 2-108
NATO Facility Security Clearance Certificate------- 10-703
PCLs Concurrent with the FCL (Negotiator)-------=--- 2-105
PCLs Required in Connection with the FCL (OODEP)----2-104
Parent-Subsidiary Relationship-----cccrcrcccccccccc~- 2-109
Processing the FCL------crc-cccccccrcccnccmconennrma" 2-103
Reciprocity-==-==-eerecccrccrcnrcccccccccccccmrmem - 2-101
Records Maintenance-------eccecmcecrereccerccnerececac= 2-111
Termination of the FClLr===cecrcccrrcccnccccvacrrccon=- 2-110
Verification--c==-ccccvcccrrcncmrcnrrecerrccnccccncee- 7-102
Facility Security Officer (FSO)-----=-cc-cecercrcercnan-x 1-201
Processing the FCl-=-=-cerecerccccrccccrcrcccccenna- 2-103c
Training----==---cerreccccrcccccncccmcn e 3-102
Foreign Government Information :
Contract Security Requirements-----+----cvccrecceccce=x 10-310
Disclosure and Use Limitations----=-crwccccccecereu= 10-307
Exports of Foreign Government Information--~--===---- 10-308
General---=--e-c-ccermececrrcccccccc s e re e - 10-300
Loss, Compromise or Suspected Compromise----==-=—--- 10-315
Marking Documents Prepared for Foreign
Governmentg------e=ee-m—-mc—cceecce e e ————— 10-304
Marking Foreign Government Classified Material------ 10-302
Marking U.S. Documents that Contain
Foreign Government Information----------c--c--- 10-303
PCL, FCL, and Briefing Requirements-------=---<-=--= 10-305
POLliCy-m=-==—=-====mm==mmm————— oo eees———e—e- 10-301
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Processing Foreign Government

Information on AlISS-~-=-=me-eccermccrmrrncceea— 10-317
Public Disclosure----c-=mmeeccmccrcercc e r e —————— 10-311
Reporting of Improper Receipt of

Foreign Government Information----=---=----c--- 10-316
Reproduction----cceeecmeecrccccccrccccermoreomnonn oo 10-313
Storage, Control, and Accountability-------==-=--=-- 10-306
Subcontracting--~-ccccccmrrmcccrrncrmcc s e 10-312
Transfer-~-——-rcececrrrrccccc e e e e e e e e e - - 10-309

Foreign Ownership, Control and Influence (FOCI)

Annual Review and Certification--=-==--crecvcccccccw—- 2-307
Annual Review =~===-crcecrrccrmrecrcceccccncaan --2-307a
Annual Certification-----=vcececceccreccwrcccnen=- 2-307b

Compliance--~---weceecrmm e e e cc e r e e s m e e e - 2-311

Factors-=-==——=cccmecccccccrcer e r e r e e n e - 2-302

FOCI Negotiation Action Plans-----+--c--ccecocccon—a=- 2-305

Foreign Mergers, Acquisitions, Takeovers
and the CIFIUS-=-~crccccrmcrcccrerccreerrrccee- 2-304

General----=——cccccccc e rc e rcrrmr s r e r st a s - 2-300

Government Security Committee (GSC)---==c--ccc—ecww-- 2-308

Methods to Negate Risk in Foreign Government Cases--2-306
Board Resolutiongs------=cecccccercrceccnccccac=- 2-306a
Voting Trust and Proxy Agreement--------=------ 2-306b
Special Security & Security Control .

Agreements-----=--s--e—cceccccccccncccceo- 2-306¢c

Limited Facility Clearance----=----cc-—ccccoco-- 2-3064
National Interest Determination---------<cccccccccc-- 2-309
Policy-~--==-c-cmccrcrcrrcnm e rc e e m e m s 2-301
Procedure§~~-=——-—mememcccccccr e e e 2-303
Technology Control Plan-~----=m-ecc-rcccnecccoconcen- 2-310

Hotlines~-=~ccmecerremnrc e rcc s cc e r e e e ——— 1-208
Independent Research & Development (IR&D)

Classification Guidance-------cccccorcecccrcccccccce- 11-303

General-------eecccrecrrccc e r e e e e e e e ——— 11-300

Information Generated Under an IR&D Effort
that Incorporates Classified Information------- 11-302

Limitations~--==ccccrcccncrncccnc e e r e - 11-301

Preparation of Classification Guidance------===cc-=-- 11-304

Retention of Classified Documents
Generated Under IR&D Efforts-------cceccrccace=- 11-305

Intelligence Information
Access Limitations

Contractor-Granted Confidential-=-==-==ce-cweacc-- 2-205

LAD - e r e e c e e - ————————— - - e = 2-211

Interim---=c—ccmccrcmrrr e e e r e s - 2-212a
Background----=e--=-reree—c e e s e m e e o n e 9-302
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Control Markings

WNINTEL====-mer e e e e 9-303a
o) 2 {ale) B et e L L Tt e 9-303b
NOCONTRACT === ccrccccrcncc e e e rc e c e cce e 9-303c
PROPIN--ccccccccrcccrccncccccncccccccr e e c - 9-303d
0] 2e) 4 B R e L ettt 9-303e
REL-=-emrcrcccccccccrrncrrcccrcccnrc e c e ccc e 9-303f
Definitions
Foreign Intelligence---=cccccccccrcaccccccccaa- 9-30l1a
Counterintelligence~=--cecrccccnccccnccccccccaxa- 9-301b
Intelligence Information---=-cccecmccccmeccccaas 9-301c
Intelligence Community--==-cc-cccccccncccccacaax 9-3014
Senior Officials--~-ccccemcccnccccncccccccccaa- 9-301le
Senior Intelligence Officer (SI0)----——cecccca-a- 9-301f
Sensitive Compartmented Information (SCI)------ 9-301g
SCI Facility (SCIF)----ceccccrcrrccrccccaccccnaa 9-301h
General--==eccccccc e s s e e 9-300
Inquiries~==--ccccccccccc et e 9-306
Limitations on Dissemination-=-cececccmcccccccccaa-- 9-304
Safeguarding--~c-ccccccrc e rrrmrrrrrr e r e - - 9-305
Interim Clearances
Facility-====ccccrcnmcmrcccrrrccsrrrrrrrre e 2-107
Personnel-----vecrcccanccccrrcncccmcccccmcrcr e 2-212
International
Applicable Federal LawsS----=cccccccccmcacmcccccccan- 10-102
The Arms Export Control Act---c-ccecccccccccccaca- 10-102a
The Export Administration----cecccccccccccccaa_o 10-102b
The Atomic Energy Act of 1954---ccrmccccccananca. 10-102c
A The Defense Authorization Act of 1984-<--ccccwce- 10-102d
Authorization for Disclosure-: ==ccecccccmcmccccccaa- 10-201
Government-to~Government
International Agreements--~-=cccccrccvccnea 10-201a
Symposia, Seminars, Exhibitions
and Conferenceg-~--=wecvrnocccccrecccnccccaca 10-201b
Foreign Visitg----=cerrecrccccccncccccccccccccaa- 10-201c
Sales, Loans, Leases or Grants
of Classified Items----cccccccccnccccccea- 10-2014
Foreign Participation in Contractor
Training Activitiegs-~---=ceccccccccccccccccccn-- 10-201le
Direct Commercial Sales-==~==evcecceccrcnccccccccccnna- 10-201¢f
Temporary ExXportg----=-=-----cececcccmccceccccccncccccaa 10-201g
Foreign Contractor Participation in
U.S. Classified Contractg-=--cmcccncccncccnccex 10-201h
Bilateral Security Agreementgs--------c-cecccococooo- 10-104
Contract Security Requirementg-------c-cccecccceccaa- 10-204
Direct Commercial Arrangements-----------ccceeccmeoo- 10-202
General (Disclosure)---==----ccsscceeccorccncaooaoan 10-200
General (International Programs)------e----cecccooo- 10-100
National Disclosure Policy (NDP)----=-rcecmceccccencas 10-103
PoliCy~=====r oo mcee e e mc e e e e 10-101
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Retransfer and Security Assuranceg---—-——=-—====--====< 10-203

International Transfers

Classified Material Receiptg-=----==--coerere-—co-co- 10-407
Contractor Preparations for International
Transfers---—-c=—wcrmerrmccccrecrccceccenene—-—= 10-408
General-===ew—mmcccrcc e e e e, e e e e e e ———————— - 10-400
Handcarrying Classified Material------====-=-=-=----10-406
POliCy-=--~=~ecreccrcrmmcme e rcc e s s s e m e 10-401
Return of Material for Repair, Modification
or Maintenance----=-==ec-r-ccccncccnermocosso=- 10-404
Transfers of Freight---ec-eccrcnrccccccrworecocmcsm- 10-402
Government Agency Sales------~v--s-cecemccccoo=- 10-402a
Commercial Contractgs--===-c—=recccrecccereec=~- 10-402b
Transportation Plan (TP)---===v--ccccnvccco-- 10-402¢
International Carriers---~-=-ecccccccare—ncce= 10-4024

Transfer of Technical Data Pursuant

bl

to an ITAR Exemption-~=---eercceccrccccncnccea= 10-409
Use of Freight Forwardergs------=c-ccccccscrcrcocao- 10-405
International Visits and Control of Foreign Nationals
AmendmentS-==-===rrcccrcmccccccm e e e e e e e —e—- 10-505
Control of Access by On-Site Foreign
Nationalg----cemccccrremrmrreecrc e s cr s e o= 10-508
Emergency Visitg-==---=-c-ereccccccrrmnrrocorcremaa- 10-503
General-ceemerrmreccc e r e e, e, e — e e, e e ———— 10-500
PoliCy---===ccrremmre e r e crrcc s me s e 10-501
Requests for Recurring Visits-------=-=---c-c-ccc—-co- 10-504
Security and Export Control Violations
Involving Foreign Nationalg-------c--==cemc--- 10-510
TCP--cecmrerrmc e r e r e ccrc e rr e e e m e r e - 10-509
Types and Purpose of International Vi-sitg--------- 10-502
One-time Visitg~---cecrcmrmrceccrecnrcncrmrer—ee- 10-502a
Recurring Visits-===-er-—rrerccccmcorreraccca- 10-502b
Extended Visitg--cer—emcccrcccseccrcccmrercea- 10-502c
Visits Abroad by U.S. Contractorg----===-==---—-c=c=-- 10-506
Request Format---=-=cccc-ccncececrencococccea— 10-506a
Government Agency Programs--------=-----c--co- 10-506b
Visits by Foreign Nationals to
U.S. Contractor Facilities------~--vewc-cc—c-o 10-507
Government-Approved Vigitg--===-ccccccncecca—- 10-507a
Visit Request Denialg----=-=----=recocccccccco- 10-507b
Non-Sponsorship---=---==--cemcrrecoccccccoceeo- 10-507c
Access by Foreign Visitors to
Classified Information--==--c-cc-crcona=- 10-5074
Visitor Recordg~---==-ec-rreccocrccorncannocnccacs 10-507e
Visits to Subsidiaries----—=-re-ccr-cromerco-- 10-507%
Intrusion Detection Systems
Central Monitoring Station----------c=c---cocco===- 5-902
Certification of Compliance-----~--=--recc-ccccccoc- 5-905
CSA Approval---=-—=-c-sssecr-crocossccoosmmenemmmm=- 5-901
Exceptional Case§------=—-=--=-------osscoccosossoos- 5-906
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General----—---=-cc---eccccccr e e s s e e s 5-900

Installation-~-e=ecrrrcmrrccmnr e e 5-904
Investigative Response to Alarms~---=====-cceccecacxee- 5-903
Limited Access Authorization (LARA)
Access Limitations of an LAA----ccmercrcvccccnccnea- 2-211
Non-U.S. Citizens--=-==ccccccccrcnncccrcrcccncccc=- 2-210
Manual Interpretationg-----ccccccrccnccncccccccccccccc—na 1-106
Markings
o410 ) E D e e e L 9-203
Compilationg--====cecrrrcccccccccrccccncccccccccce e 4-213
Component----=--ecrcrrccrcccc e c e e e r e r e —— 4-205
Documents Generated Under
Previous Executive Orderg-------~cccccecccaw--- 4-219
Documents Prepared for Foreign Governmentgs--=-=~=-= 10-304
Downgraded or Declassified Material------cccccccaa- 4-216
Extracts of Information----ccccccccacaaaaa- ————————— 4-209
Foreign Equivalent Markingg-<~---eveccccccccccccacaa" APP B.
Foreign Government Classified Material-------ccecca-- 10-302
FORMERLY RESTRICTED DATA---=cccccecmcrmccccccancanaax 9-109
General-----cercccmrcr e e r e c e c e e e r e c e — e 4-200
Identification Markings--=-c-ccece-- —————————————-——— 4-202
Independent Research and Development-=----ceccecccco~a 11-305
Intelligence Information----cececcccccnccccccccncan- 9-303
Marking Requirements for Information
and Material---==vvrerecccccccmcncccnnccce e 4-201
Markings for the "Classified by," "Downgrade to," or
"Declassify on" Lines---=---ccccccccccnccccaa- 4-208
"Classified By"-~--ceccccrnnncrcccncncnccncaan-- 4-208a
"Declassify On"e~mecccccccncccvnccrcncncccnaaas 4-208b
"Downgrade TO"w-=wececrermrcccccrncccennccncnnna 4-208c
Miscellaneous Actions--~--=-reccccccccccccceccccccca= 4-218
Miscellaneous Material---eccecccccccccccccccccccccae- 4-214
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Page Markingg----===--cececccecrcccnc e rrrmcmr e - 4-204
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RESTRICTED DATA--==-=ceccccccrnc e rer e ece——- 9-109
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Messageg--=-=-r-rcrcccrcccrc e e e e ———————— 4-210b
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Subject and Title Marking----==-ccccrcrnccccncncec=- 4-207
Training Material--==-----reccrrrrccrrcc e e e e e 4-215
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Security Violations and Loss,
Compromise and Suspected Compromise------«-=-- 10-717
Storage of NATO Documentg-----rec-crcccceccax —-————— 10-711
Subcontracting for NATO Contractgs--~---««-c-ccc—ccce- 10-707
Visitg-rwmmrememrrcccccceccccccn e c s e m e s e 10-720
NPLO and NIAG Recurring Visits--=---ccwccccce- 10-720a
Visitor Records-+-------=cccccccccccccccncccnax 10-720b
NISP Authority--------e-c-reccrrcrecrce e ccn e e e e e e—— 1-101
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OODEP
Exclusion Procedures----=--=-=-=-c--c--ceccemoooooo— 2-106
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Connection with the FCL--------c-e-ccccccncua- 2-104
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Disclosure-----ccemcmccccccnccccccccnrrcrcccmc e 5-503
Perimeter Controlg---w-e-ccccccaaax e, - 5-103

Personnel Clearances

Acceptable Proof of Citizenship-------cccecccccuca- 2-207
Clearance Reinstatementgs---c-cecccccmccccccaccaaaa. 2-217
Clearance Terminationg--=----cceccmmccccmccccccccea. 2-216
Common Adjudicative Standardgs----cccccccccccccacaa. 2-202
Concurrent PCLS--==--ccecccccc e ccc e 2-214
Consultants--=----ceccmccccccccc e ccrccccc e ee 2-213
Contractor-Granted Clearances-------—--cccecccaccan. 2-205
Converting PCLs to Industrial Clearaces-----==we==- 2-215
Former DoE and NRC Personnel----cceccccccccacaa. 2-215a
Federal Personnel~--«-ccecccccmccacmcccccccacnaa 2-215b
Military Personnel---=--cceccccccacacnmmcccaaaa. 2-215c
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Foreign Government Information------ccccemcccacccaca. 10-305
General--~--==emcecrcccccrcc e cc e e e e 2-200
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Investigative Requirements-----cccmrccmccmaccaacaa- 2-201
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NACC--—-mrmrr e c e e e e e c e 2-201b
Polygraph--cecececcccmcccrcccccccccnrcccccceeee 2-201c
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Limited Access Authorizations (LAA)-~=--ccccecceccan- 2-211
Limiting Requests for PCLS--=--wecccccccrcaccacaaaaa 2-2004
Multiple Facility Organization (MFO)~-=cecmccmcaaaa 2-200c¢
NATO PCL Requirementg---=--ccceccccccccccncccccnccns 10-704
Non-U.S. Citizens~---=-cecmccrmemcccccccccccccc e 2-210
Pre-employment Clearance Action------ccccccccaccca- 2-204
Procedures for Completing the Application Form-=--- 2~-218
Reciprocity--===--=eecmcmec e cc e e e 2-203
Records Maintenance----------ccccccccrcccnccncccnax 2-219
Representative of a Foreign Interest-----c-cecccaa-- 2-209
Restricted Data/Formerly Restricted Data-----e—ce-- 9-105
Verification of U.S. Citizenship----v-ceccccacccaaa 2-206
Purpose of Manual---e--sscccccccccrccccccccnccc e 1-100
Reports
Adverse Information-----c--ececccccccmcnceccccccnaaa. 1-302a
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an Overseas location-=-—e-cccocmecrereccccne—erne-- 10-605
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Changed Conditions Affecting the FCL--------=------ 1-302h
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- Security Equipment Vulnerabilities-------vcceccecc-- 1-302k
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Suspicious Contacts-===--=--cccreccccccconcnrmoonano 1-302b
Unauthorized Receipt of Classified Material-------- 1-3021
Reproduction
General-----—c-cemccrrcc e r e, —m e s e e e - - 5-600
Foreign Government Information--------c--ceeccoco-- 10-313
Limitations---~=ccecceccccerecnrcrncrcccrcccccece--- 5-601
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11§ (o R et L D D DL L DD DD D Dt Dl 10-714
Records--==-=cecceccrmccccncnrrrrreccccncacere e ———- 5-603
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Supplanting Access Control Systemg-------c---c---c- 5-312
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---------------------------------------------- 2-211
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Authority and Responsibilities---<--ec-e-cc—ccncwen— 9-101
Automated Information Systemg§--=-recccommcoccrreen—- 9-110
Background Information------==-v-c---e—ccccc-cocoo—- 9-102
Classification-~=--c-ccmceecrcccccccmenrrrceccesee- 9-106
Declassification-----cecmcreccrrrccrcccmncrrencene- 9-107
General----=-- e 9-100
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Marking--=-=-crcrcrcrrcccccr e ccrr e e 9-109
Restricted Data----=-ccccccrcecmrccccccrm e e 9-109%9a
Formerly Restricted Data-------ccccececcccccaaa—- 9-109b
Personnel Security Clearances----=-=----cecccecncecex 9-105
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General-~-==-eemccnmcc e r e c e 5-700
Responsibilities (Completion of the
Subcontract)==----cccccrrccccrnrcc e e 7-105
Retention of Classified Documents
Generated Under IR&D Efforts----==e~ce-ecccce—- 11-305
Retention of Classified Material------cccccceccena- 5-702
Identification~=-cc-cmccccccccnccna- b ———— 5-702a
Justification-=--cccccnccccrccnccnnccccncccaa- 5-702b
Termination of Security Agreement---------ccccccca- 5-703
Safeguarding Oral Discussiongs-----ccccccccccrrcccccccnu- 5-101
Scope Of Manual--==see-—cmmeccoccmcecmccccm e ———e—e 1-102
Security Cognizance-~-=====-ecccrccccrcccrcncrccncncccnes 1-104
Security ReviewS--=ce-ececrcencccccccrccccccccccccccccne - 1-207
Contractor Review----cercccccrcccncccvcncccrccccca- 1-207b
Government ReviewS--—==---rcercrcccccccccccncccnea—— 1-207a
Standard Practice Procedures--------cccccccnccececcencex 1-202
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CONFIDENTIAL Storage~--=-ceccceccreccrcccccccccncacnca=- 5-304
General--=-crceccmrrr e rr v mc e e e e s c e e e - 5-300
General Services Administration (GSA)

Storage Equipment-=--cecccccncnccccccccccccaa- 5-301
Repair of Approved Containers-----ccccccccccccncaa- 5-311
SECRET Storage---==w-erccecrccnccccccccnrrcnwncceee- 5-303
Supplemental Protection--~-recccccrcrcnrccvccvccuaa- 5-307
TOP SECRET Storage--==—----cecccccccccncccncccnccccn- 5-302
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General---=--ecrrrcccrrc e rcrrcc e — e ——— 7-100
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Tempest
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General-—==-ccm e e 11-100
TEMPEST Requirementg---==--cccmmmmccccccrccee e 11-101
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CNWDI - m e e e e 9-205
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Foreign Classified Information Transfers-------—--- 10-309
Functions of an EscOrte--e=eccemeccccmmmc e 5-413
General--=--=ccm e e 5-400
NATO International Transmissions---ece-ceccccmmcccao 10-712
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Preparation and Receipting==-ececccmmmcmmmccaaeea 5-401
RD and FRD International Requirements------cecccea- 9-104
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SECRET Transmission by Commercial Carrier---------- 5-408
TOP SECRET Transmission Outside a Facility--------- 5-402
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Transmission Within a Facility---c-cecommmmmmcmcaao 5-407
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Authorization Letter----ccecemcmmccac oo 5-411c
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General---=-ce e e e e 5-306
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General--------ecmccm e ———————ee— 6-100
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Recurring Visit Arrangementg-------cecccmcccncocca- 6-104
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